%) MDaemon)

Reliable & Secure Emall

Professional, Dependable, Complete
Easy to Learn, Use and Grow
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2 Mlaemon)
About this Presentation

S
® Summarizes primary purposes of email, plus the
needs of email providers and users.

® Introduces Alt-N Technologies as a developer of
communications software.

® Surveys MDaemon PRO'’s delivery of IMAP, POP,
SMTP, web mail, groupware and more...

® Highlights both Easy (beginner) and Advanced
(grow into as needed) interfaces.

W . TS
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2 Mlaemon)
Why People Use Emaill

Rapid communications worldwide.

Convenience, available 24 X 7. Convenient customer support for

_ , o businesses and customers.
Security, despite spam, phishing,

hack attempts and viruses. Automatic filtering of messages by

o sender, content and more.
Top security, if needed, through

encryption and digital signatures. Legitimate opt-in marketing.
Easy paperless storage of Discussion groups and mailing lists.
correspondence.

Shared messages, calendars,
Fast searching of messages. contacts and task lists.
Cost effective as compared to Worldwide access through IMAP and
phone, fax and postal mail. web mail.

k e N l [ [
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5 MDaemon.
What Users Need In a Server

B

® Users do not care about the email server!
® They need reliable, secure email services with ...

v’ Access to messages from anywhere

v Spam and virus protection

v Groupware capabilities — Messages, Calendars, Contacts, and Task

Lists

|

The email server should support its users ... to help
the world communicate.
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5 MDaemon.

Why Own an Email Server
B —

It's like the difference between taking a public bus or flying your own private jet.

Detect spam as you define it, not by an
ISP’s too strict or too loose policies.

Send and receive external mail fast and
internal mail very fast.

Send and receive mail directly, rather
than through extra servers.

Set up auto responders to do tasks
when specified messages arrive.

Archive all email centrally.

: gl ] l [ I
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Add and remove users easily as the
needs arise.

Make aliases for existing accounts.

Operate unlimited mailing lists, with
manual or automatic memberships.

Detect and block viruses locally at your
servers. (AntiVirus licensed separately.)

Use IMAP, shared folders and
groupware without extra costs.

The list could go on...



5 MDaemon.
What Server Owners Need

ST
® Practical Ease of Use.

Anyone with general computers skills should be able administer the server.

® Sensible Economy.

Professional features with small enterprise licensing and pricing policies.

® Reliablity.

Server works skillfully and silently—supporting, not consuming, daily work.

® Security.

Detects and stops most spam and viruses. Prevents hacking.

.- N ITS
ol | ! [ '..
)mcﬂnﬂfnyfﬂs
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2 Mlaemon)
Can Small Biz Afford a Server?

T
® Yes!

® Server ownership once demanded

- months of intensive, costly, specialized training
- high-end hardware, plus the most current and costly operating systems

® For the “big” email servers, this is still true.

® MDaemon makes professional email easy, fast,
and cost-sensible. IT welcome, but not required.

® Security and convenience assume ownership.

W . TS
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5 MDaemon.

Sensible Software by Alt-N

Alt-N Technologies, Ltd., developers of MDaemon, specializes in creating
communications tools for Internet, Intranet, WAN and LAN applications.

Founded in 1995.
MDaemon introduced in 1995.

Motto: “Helping the World
Communicate”

Attitude: “We feed on the feedback”

Sales and support through worldwide
distributor and reseller network.

Software localized in many languages.

: gl ] l [ I
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Current Products

MDaemon 8.0, email server.
AntiVirus for MDaemon, antivirus.
Outlook Connector, group sharing.
RelayFax, faxing out and in via email.
WebAdmin (Free), web admin tools.

LDaemon (Free), LDAP server.



5 MDaemon.

MDaemon Overview

S
® Designed for beginners and professionals alike.

Easy and Advanced interfaces with “intelligent defaults”.

® Stays out of the way with stable reliability.

Install and (mostly) forget, with low maintenance operation.

® Built on and above industry standards:

IMAP, POP, SMTP, web mail, groupware, antispam, SPF, DomainKeys...
Gateways, mailing lists, catalogs, public folders, account management...

® Leads the industry in security tools:

Inbound and outbound security services stop unauthorized use.
Antispam, AntiVirus (separately licensed), AntiHacking...
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2 Mlaemon)
MDaemon Highlights

B
IMAP, POP, SMTP, web mail AntiSpam.

Groupware calendars, contacts, task AntiVirus (separately licensed).

lists, mail boxes... o
Content Filtering.

Primary and secondary domains. .
SSL and Certificates.

Shared folders and signatures files. _
DomainKeys, SPF.

Account management.
Relay controls, trusted hosts,

Mailing lists. tarpitting, reverse look ups...
Gateways. Access control by IP, domain...
Catalogs. Remote hosting, DomainPORP...
Archiving. More...

a e N l [ -.-
ol | ! [ J "
) technologies

Helping the World Communicate!



2 Mlaemon)
Fast Installation

42 MDaemon Server Domain Setup

What Is Your Domain Name?

Fleage enter pour domain name here. vour domain name iz the part to the right of
the (2 gymboal in vour email address.

Installs on either legacy or new hardware
and operating systems. 42 MDaemon Server Installation

Installs in minutes. Please Setup Your First Account

Y'ou can setup more accounts from within MO aemon later.

Setup includes first account creation.

This account will be zetup with the RFC required ‘Postmaster alias.

MDaemon can run as a service.

Full name [ex: Frank Thomasz) |Eh:u|:| Pare

ailbox [ex: Frank - don't include a domain name]  |bob
Password [ex: SwordFish - no spaces] lm

Ilze upper and lower case letters and numbers in vour pazsword. Alzo, the pazsword
st be bebween B and 12 characters in length. Do not include the mailbox ar full
name az part of the pazsword.

Installer chooses the Easy or Advanced
interface.

[w Thiz account iz an adminiztrator - full configuration access iz granted

# F ]
=[] < Back

fﬂﬂﬂﬂﬂfﬂﬂfas
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2 Miaemon
Easy, Advanced Interfaces

Alt-H MDaemon PRO for Windows - [Message Router, - poboxes.shacknet.nu 192.168.1 E][E| E|
@ File Setup Accounts  Lisks  Queuss  Help - 8 x

88 82 kg @638 & LL A&

Mon 2005-06-06 10:43:1E; Starting maint thiead: 456 MDaemons has two interfaces.
b on 2005-06-06 1004316 Starting dizk watch thread: 460
b an 2005-06-06 1004316 Starting semaphore thread: 464
bon 2005-06-06 10:43:16: Starting spam report thread: 468 Easv interface shows fewer options.
b an 2005-06-06 100431 6: Starting queue repart thread: 472 y p
o 2005-06-06 10:43:16: Starting delivery (local] thread: 476
|

Uses “intelligent defaults” for security.

@ File Edit Setup Security Accounks  Lists  Gateways Catalogs Queuss  Windows  Help - 8 X .
N R S > - — Advanced interface allows user to
25 2 7 ; . . .
El N @ E@EFa D = : & LAY grow into fine-tuning details.
0@ 84 B o= 20 R

+- [ IMAP sessions: 0 | [ Mon 2006-06-05 10:46:58: Initializing POP services for gateways. shacknet.nu using 127.0.0.1:1 Is aISO for tralned emall prOfeSSIOnaIS-

+ RAW messages: Mon 2005-06-06 10:46:58: Initializing POF services for ghostwriter. shacknet.nu using 127.0.0.1:°

z Viruses Found: 0 kon 2005-06-08 10:46:58: Initializing POP services for mailinglistz. shacknet. nu uzing 127.00.1:1 i
5 _ ' kon 2005-06-08 10:46:58: Initializing POP services for poboxes. shacknet. nu uging 192.168.1.1C MDaemon haS prOfESSIOnal featu res

* Wiruses refused: Mon 2005-06-06 10:46:58: Initializing IMAP zervices for catalogs. shacknet.nu using 127.0.0.1:12 . .

+ Spam accepted: Mon 2005-06-06 10:46:58: Initializing IMAP services for gateways. shacknet.nu uzing 127.0.0.1:1 Wlth beglnner ease Of use.

¥ Spam refused: 0 kon 2005-06-08 10:46:58: Initializing kAP services far ghq;tw_riter.shacknet.nu us:ing 127007

.- Queued mail kan 2005-06-06 10:46:58: In!t!al!z!ng [MAF services for mailinglistz. shacknet. nu using 127.0.0.71:
2 Tnhound . kaon 2005-06-06 10:46:58: [nitializing IMAP services for poboxes. shacknet.nu using 132.168.1.1
|' nbound quewe: Mon 2005-06-06 10:46:58; -
Local queue: O Mon 2005-08-06 10:46:58: Starting maint thread: 520
Femote queue: [ Mo 2005-06-06 10:46:58: Starting disk watch thread: 524
Retry queue: 0 bon 2005-06-06 10:46:52: Start!ng zemaphore thread: 528
Holding queue: 0 kon 2005-06-08 10:46:58: Start!ng zpam report thread; 532
E 94 kan 2005-06-06 10:46:58: Starting queue report thread: 536 - '." J z
Bad queue: 0 bon 2005-06-06 10:46:58: Starting delivery [local] thread: 540 oS | | |
LAM queue: O kon 2005-06-08 10:46:58: Starting delivery [inbound] thread: 544 -
: . Mon 2005-06-06 10:46:58; -
= RAW queue: 0 ke 2NNRNR-NR 10 AR-RE Server starbome ban TR Lon 200/ 100 4R-RE SORON TF WS tarbind Ignﬂnﬂfnyfﬂs
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2 Mlaemon)
Local and Web Administration

hccount Manager fE

" |in the mailbos figld | G.:!|

Accountz: 9 tatal - 9 displayed [8 uger and 1 spstem accountz)

Account management

Only show account which |matn:h j

| Domain | M ailbro | Real name | M ail directary
slala Alt-N WebAdmin | :z
N _ [ -l l l G ] ﬁ}l [ A A ] @ hitp:/ poboxes.shacknet.nu: 1000/ main. = Q- ] ] ac
Traditional admin program allows total | 5
. . - [0 Address Book v Bonjour~ Alt-N+ Applev News (1038l TeX» Etcw
detailed control, plus real time logs.
o O WetAdmm)
for M Oxemon
WebAdmin interface provides @ New ™ EditD Delete™? Filter & Import 3 Export
comprehensive configuration options.  |status Domain | Mailbox / | Real Name | A
My Account poboxes.shacknet.nu bab Bob Pare 3
il : poboxes. shacknet.nu brad brad s
My mlllng s nohoxes. shacknet.nu glenn alenn
Domains poboxes.shacknet.nu  janice janice J
Lsers poboxes. shacknet.nu marcia marcia
Aliasas poboxes.shacknet.nu  MDaeman MDaemon Server J
Mailing Lists poboxes.shacknet.nu nancy Mancy
ng | poboxes.shacknet.nu russell Russell James —
Gateways 4| poboxes.shacknet.nu  scott scott
Catalogs H
Main
Setup
4] o II' ] |
(g~ Sign Qut
technologies =
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5 MDaemon.

Industry Standard

Servers

£ Alt-N MDaemon PRO for Windows - [Message Router - poboxes.shacknet.nu 192.168.1.... Q@E|
@ File Edit 3Zetup Security Accounts  Lists  Gateways Catalogs Queues  Windows  Help =

B8O N R EEFa | @ ER BoH? E S S5 =

+ % ghostwrite
+ % rnailinglists &
+ g—_& gatewaws,
+- (5 catalogs.s

+ % gateways,
+ g—_& catalogs.s

Tools | Stats | |— Syztem I,Ir Routinig ,I' Cantent Filker JI'.-“-‘-.ntl"-.-"irL,ls JI[.-'-"-.r'|ti5|:|am JIr Outlook Connechor JIr

pobores. shacknet.nu 192.168.1.107

B4 By go= =0 R

kon 2005-06-068 10:46:58: WinSock 2.0 32767 tatal sockets

Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:

Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:
Mon 2005-06-06 10:46:58:

<

Initializing SMTP services for catalogs. shacknet.nu uging 127.0.0.1:2
Initializing SMTP services for gateways. shacknet.nu using 127.0.0.1;
Initializing STP zervices for ghostwriter shacknet nu using 127.0.0.1
Initializirg SMTP zervices for mailinglists. shacknet. nu using 127.0.0.1
Initiahizing SMTP zervices for poboxes. shacknet. nu using 192.168.1.7
Initializirg k5S4 zervices for poboxes. shacknet nu using 192.168.1.1(

& . kon 2005-06-068 10:46:58: Intahzing ODMB services for poboxes. shacknet.nu using 192.168.1.
= POP server(s): kon 2005-06-08 10:46:58: Inibahzing POP services for catalogs. shacknet nu using 127.0.0.1:171
+ % poboxes.shk kon 2005-06-08 10:46:58: Inibahzing PO services for gateways. shacknet nu uzing 127.0.0.1:1°

+ g—_g ghosbwrite Mon 2005-06-06 10:46:58: Initializing POF services for ghostwriter. shacknet. nu uzging 127.0.0.1:°

e % mailinglists & Mon 2005-08-08 10:46:58: Initializing POP services for mailinglizts. shacknet. nu uzing 127.0.0.1:1
Mon 2005-06-08 10:46:58: Initializing POF services for poboses. shacknet nu using 192.168.1.1C

Initializirng IMAP services for catalogs. shacknet nu uzing 127 .0.0.1:1:
Initializirng IMAP services for gateways. shacknet. nu using 127.0.0.1:1
Initiahizing IMAP services for ghoshwriter. shacknet.nu uzing 127.0.0.1:
Initiahizirg IMAP services for mailingliztz. shacknet nu uzing 127.0.0.1:
Initiahzing IMAP zervices for poboxes. shacknet. nu uzing 192.168.1.1

>

Achve: O

Buf: 040 | SMTPF: 040 | POP: 040

D

[MAP: 0 | Time left: 1:25 | Up: 0:13

POP, the widely used email protocol.
SMTP, sends email over the Internet.
IMAP, stores messages on the server.

Industry standard compliance means
better communications.

technologies
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2 Mlaemon)

Web Mall

) WorldClient - Mozilla Firefox M=
File Edit Wiew Go  Bookmarks  Tools  Help o

<,:3| . [_L;; = %1 |:| @ @ hitp:flocalhost:3000/worldClient. diview=m ¥ | @ Go |[Gl,
v WerldClient

4§ Folders

J Personalize

Access email from any web browser.

Share mailboxes, calendars.

H Save @ Cancel |
~WorldClient

Password (Tvpe in vour password and then retvpe it inko the confirm tesxt bo,
our password will not be changed unkil vou press Save)

|3

Set up server-side filtering.

>

Custornize the appearance and
operation of your account,

Manage personal folders.

-1 Compose Confirm Password

Lanquage

Compose messages, save drafts, check
spelling.

Custorize the appearance and
operation of message
compasitiarn,

= English ..
Choose themes. & Folders v a
e e TSP RN | RN | | PRI = Themew il Dk.:'
. . . Inbo Chineze
Localized in 25+ languages. A — Dansk _ _
TG Style (C 0 tech t color and size)
- Eecky
ontacks Englizh-LIE.
B Contacts Em| E zpafiol t (Delete messages in trash when signing ouk)
Bl Tacks CEt:i' mggﬁ:ga i Automatically put people being replied to in the
[ " Greek
! Ciptions _ [taliano
: ': ]l' f' j —_— Mess Japanese
p bl p_| Sign Cuk List Rel Forean — '} in minukes, to retrieve mail and update your
technologies e || message Magyar
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2 Mlaemon)

Groupware Functions
S

©) WorldClient - Mozilla Firefox Mi=E3
File Edit \iew Go  Bookmarks Tools  Help o %

@ - I_L} - %I @ @ @ hitp:iflocalhost: 3000 worldClient.dizview=m v | @ & |[CL

Using web mail, users can create and
selectively share:

WorldClient Calendar 4 6/5,/2005 - 6/11,/2005 P _
5. oridGlien Mail boxes
for MDescvond SiNew - | = X | 1] [7] 31 Today |
4 Folders Sunday & Monday ~ June 2005 ~ Calendars
[=bob@poboxes . shacknet, nu i 12:30 PM-1:30 PM - S M T W T F 3 Contacts
| Inbox {6,/3) s 1 2 3 4 _
] Drafts (0/0) »|5 |87 8 3 10 11 Task lists
=] Sent Ttems (0/0) » i ;3 ;‘1‘ ;Z ; ; ;g Almost any user-defined content in
» -
el + [T Tuesday B Wednesday N shared email folders.
¢ T8 Conbacke B — (Wl 5: 30 AM-2:30 AM Spor {J‘}New author mee
- . . July 2005 G ith MD
B Inbox 11:00 AM-12:30 PM Ne s M T W T F roupware comes wit aemon.
........... , 1:30 PM-6:00 PM Meet »
ek »la 45 6 7 8 9 No extra cost.
. »(10 11 12 13 14 15 16
e A Thursday Ilxidsy »[17 18 13 20 21 2z 23
ETasl:s {{}P.tlanta Trip 6130 AM-5:30 &M B w|24 25 26 27 28 29 A0 1
10:00 an-12:00 Pl |31
B options 11 Saturday August 2005
- PR v S M T W T F 5 N
Sign Gut - | = » 1 2 3 4 5 6 | ! Jlr f /J -
- technologies
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2 Mlaemon)
ComAgent for Web Mall

3 WorldClient - Mozilla Firefox

File Edit Wiew Go  Bookmarks Tools  Help G
<JZ| A LL:* A @ Rad @ |{§ bk i, altn, comnyworldClient, dil?Session=C V| @ G0 ||Q,
Works from the Windows task bar. A||5taff B 4 |
& WarldLlie
. . . . 3 e i 3 « + W | |[E
Automatically signs in to web mail. About Al-H Comégert... g ax|laas s S| -
About Ale-M Technologies. . Address |Su|:ujeu:t |Date =
. Show main window o i e i
Monitors account for new messages. | Hathcock, [Staff] O swnc w) Blackberry Intellesync 05)11/2005 17:27
Inboi (113/3(3) ¢ Donald [Staff] Fy1 05/11/2005 13:26
Keeps local address book up to date. | Defer biinking icon notification ¢ Donaid [Steaff] 1 05/11/2005 13:13
v Defer audible notification ael A, Mason [Staff] &.0 party pictures 05/11/2005 04:57
] . _ ¢ Donald [Staff] Signature 05/10/2005 14:35
Instant messaging client. Compose a nev ema hew McDerme  [Staff] May 10th 05/09/2005 15:32
Refrash message counts kda Siharath  [Staff] May 10th 05092005 15:31
Shows message count by folder. Go ta my calendar

G0 ko my inbox Folder

tz[Staff] 8.0 party pictures From: "Michael 4. Mason" <mike@altn.com> 05,11 /21

Go to my First unread message
the pictures from the 8.0 party, and the ICC as well. .

My skatus: Online ) —
i 3 .
Send an instant message. ., esiike'd.0 Party
Logout... esihlikedlCC Pics
mnts:
Properties. ., ikl

Exk

fﬂﬂﬂﬂﬂfﬂﬂfﬂs Shut down Comagent m -
Helping the World Communicate!



2 Mlaemon)
Primary, Secondary Domains

Primary Domain

Dequeus ] Archival ] Fruning ] Pre-processing ] ko b4 il ]
D amain l Delivery ] Parts ] DS ] Timers ] Sezzions ]

Frimary domain properties

D Pfil’l’lﬂf_',' domain name woboxes. shacknet. nu

e Thiz iz the primary domain name far pour mail zerver.

HELD domain name poboxes. shacknet.nu

Hosts multiple domains at one time.

Secondary Domains
Secondary Domains | Pruning options by domain.

Secondary domain lizt [004]

Archiving for all domains.

Damain name | IF | Bind | Inactive limit | Message age | Deleted IMA.. | Recur.. | Antii
? catalogs.shacknet... 127.0.01 Mo 1] 1] 1] Mo Yes
? gatewayz shackne... 127.0.01 Mo 0 0 1] Mo Tez
T ghostwriter. shackn... 127.0.01 Mo 0 0 1] Mo es
Gf mallinglzts. shackn... 127.0.0.1 Yes
< | >

Damain name |mailinglists.shacknet.nu Add | Replace | Remaove |
IP addiess  [127.0.0.1 [ Bind sockets to thiz IP anly
Delete accounts within this dornain if inactive for I_III days [0 = never) W Enable Antiviruz

Delete mezsages kept by uzers within this domain if older than 0 dayz [0 = never) v Enable AnkiSparm - J|r f }J
/
Delete deleted IMAP mezzages in thiz domain older than 0 dayz [0 = never] - ;
fﬂﬂﬂ'ﬂﬂfﬂﬂfﬁs
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5 MDaemon.

Account Management

Secure Passwords.
Message forwarding.
POP collection from outside accounts.

Shared folders.

Administration options for server, domain,

account.
Quota and Restriction options.
Web mail options.

New account defaults.

mcﬂnnlnwas
Helping the World Communicate!

Account Manager

Account managenent

Only show account whi

Accounts: Jtotal - 9 di

ﬁ pcnb-:-:-:es shan:... I
€ poboxes.shac..
€% poboxes.shac.. |
ﬁ poboxes.shac... |
ﬁ pobores.shac... |
ﬁ pobores.shac... |
€ poboxes.shac.. |
ﬁ poboxes. shac. .

£

Show only accounts fro

Account Editor - Bob Pare

AutoResp | IM&P MailRules | MubPOP | Options | Shared Folders |
Accolnt l b ailbios ] Fonmarding ] Admin ] [uotasz ] Resztrictions ] Wieh ]

Perzonal infarmation
E Full name  |EEEEELE
This account was created on; Mon Map 02 13:54:41 2005
Thig account wags last acceszed on; [06/06/2005 11:32)

POPAMAR account infarmation

@ b ailbo bob gl | poboxes. shacknet. nu ﬂ

HHHHREHEN

Fazzwiard

The account iz NOT currently using Dynamic HT Authentication.

| Dizable all access to this accaunt
[ Digable POF and IMAF access for this account

v Enable Outlook Connectar support for this account

Motes/commentz on this account

2%

Lliazes

Click here to edit ary aliazes configured for this account Aliazes |

k. Cancel
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hared Folders

Shared Folders

=

Shared Folders  Public Folders
IMAF folders

Folder name Per-u... | Submizzion Addre
&1 Bayesian Learning Mo <nones
@ B apesian Leaming™on-5pam Mo <NONEs
@ B apesian Learing, S parm Ho <NOnes
oY cataloge. shacknet.nu Mo £NOne:
catalogs. shacknet. nudCalendar Mo <nones
@ catalogs. shacknet nudContacts Mo <noner
{ﬁ catalogs. shacknet. nudlournal Mo <Hone:
catalogs. shacknet. nudMotes Mo £Nones
LS PR R JOUE AP, P J - e, b/
< >
Mew [MAP folder Bl |
Folder name Folder type
||:ata||:|gs. thacknet. nu/Calendar | Calendar ﬂ

[ Store IMAP message flags on a per-user basis

Submigzion address |<n|:|ne> j

b ail zent to thiz addresz will route directly into this folder [hote: zender must
have 'pozt' accessz).

Create | Heplace| Edit access control lizt |

Creating, removing, or changing entries cannot be undone by clicking 'Cancel'.

OF | Cancel |

Promote and ease data sharing.
Open or limited access.

Individual or common status flags.
Configuration by admin, user or both.

Use with groupware functions.

I Ecﬂﬂﬂfﬂ gies
Helping the World Communicate!



2 Miaemon
Content Filtering

Content Filter

Manage email with server-side rules. Contert Fier | adminst

Modify Rule -- Domainkeys Ghostwriter Selector

Content filkering rules

Give thiz rule a name

Inbound and outbound filtering. W Enable nles
“when achive, th |D|:|mainKe_l,ls Ghostwriter Selectar
. rles specified b : :
Redirect one address to another. Bl e iy e | 00 (300 Bl 27 15

Select Conditions Faor Thiz Rule
% [wIf the FREOM HEADER containg s
[Jlf the TO HEADER contains
[]If the SUBJECT HEADER contains

[JIf the CC HEADER contains

Automatic replies to specified emails.

Re-distribute a message to multiple [JIf the REFLY-TO HEADER containg b
addresses. Select one or more conditiong that will tigger this rle into action.

Select Actions For This Bule

[(1Delete the mezsage s
Attach notes to message. wi [15tnip all attachments from the meszage

[k ove the mezzage to bad meszzage directon

Click the checkhb [Skip the next 'n' les

Remove or add attachments. Rule Description| [J5top processing miles v
Apply thiz rle b Select one or more actionz that this rule will take.
Uniform enforcement of com pany email MOTE: Actions will be processed in sequential arder and any messages deleted
. . IF the FHDM HE ar moved will cease all further actions from being processed.
pO'ICIGS. - -.then sign with) Rule Deszcription
Apply thiz rile to meszages in the LOCAL & BEMOTE queus

If the FROM HEADER contains ‘ghaostwriter. shacknet nu'
...then sign with Domaink.eys selector 'publizhing'’

technologies [ ok | cancel |

Helping the World Communicate!




5 MDaemon.

AntiSpam from Every Angle

DNS Black Lists [DNS-BL)

DNS-BL options | DNS-BL He
DMS-BL options
ij [+ Enable DNS-BL
Thiz procezs check
accordingly.

| Block email frar

Enable thiz option w

Sometimes servers
blacklist all servers.

| Check 'Receive
Check anly thiz mar
Skip this many af the
[ Check 'Receive
Check only this mar

Skip thig many of the
v Skip 'Received'

Y'ou can white izt s

[ Automatically fil
[v Authenticated
v Alwaps exempt

Exclusion List | *White List [auto] | ‘white List [to] | “hite List [from) | Black List |
Spam Filtering l Heunstics ] Bavesian ] Reparting ] HashCaszh ]

Spam Filter options
@ kD aemon's Spam Filker uzez a wariety of techniques o deal with zpam.
If the Spam Filter determines that a message is spam then...
" ... bounce the meszage back to sender
£ just delete the message completely
" .. put the meszage in the spam trap public folder

f*  flag the message but let it continue down the delivery path

[v Dion't filker messages sent from local sources

[v Dion't filter messages from trusted or authenticated sources

Cron't filker meszages larger than |75EI kb [0 = up to 2 megs)

[ Don't forsard messages marked as spam

[ Automatically filker spam messages into uzer's |MAP spam folder

DMS available? " Yer Mo f* Test

& white list match subtracts this many points from the spam score 100.0

& black list match adds this many points to the spam score 100.0

)

DMS-BL match adds this many points to the zpam score

Scheduled updates |

OF | Cancel | |

DNS blocking.
Content detection.
Bayesian filtering.
Heuristic learning.
HashCash stamps.
White lists.

Black lists.
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Securely identify servers.

Encrypt data transfer.

Use with POP, IMAP, SMTP, Web Mail,

Web Admin.

Create authentication certificates.

mcﬂnnlnwas
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551 & Certificates

Emal S5L | 65U | webadmin SSL |
S50 options

Select certificate

% ¥ Enable SSL, STARTTLS, STLS support for SMTP, IMAP, POP servers
| Enable the dedicated S5L ports for SMTP. IMAR, POR servers
[v Send meszages using STARTTLS whenever possible

B Subject |szuer

poboxes shacknet..  poboxes. zhacknet.nu
poboxes. shacknet...  poboxes.zhacknet.nu
poboxes shacknet..  poboxes shacknet nu

Double click on a certificate to view its properties

Create certificate

E =piration date
2342009
2342009
2342009

Delete

i Host name [ex: mail. altn. com) |prDHES.ShaCknEt. i

Organization / company name |.-’-‘-.It-N Technologies

Alternative host names [separate multiple entries with a comma)

Enciyption key length |'IEIE4

Bl

Create certificate |

Country / region |United States LIS -

Restart zervers |

0K,

Cancel | Apply




5 MDaemon.

Access Security

Security Ej E|

Relay Settings l Trusted Hu:usts] Tarpit Settings] Reverse L-:u:ukup] LM |PS|

b ail relaying

% [v Thiz server does not relay mail for foreign domains
With this switch enabled MD aemon will not accept a meszage for delivemn
unlesz it iz either FROM or TO a known uzer,
[v Refuse to accept mail for unknown local users
Wfith thiz switch zet MDaemon will refuse to accept any message addrezsed
to a local uzer who does not exist,
Iv Sender's address must be walid if it claims ko be from a local domain

& common kactic uzed to get around anti-relay measures iz o guess a vald
account name and ty ko zend mail ugsing it. Click here and gueszing will not
bee fruitful.

[ Mail addreszed ta known aliazes can always be relayed

With MO aemon it iz pozzible to create aliazes that point to other non-local
domainz. Click here if it iz ok to relap mail to such aliazes.

[ Mail zent via authenticated SMTP sessions can alwaps be relaped

If zenders can authenticate uzing the AUTH protocol odds are they should
be allowed to relay.

[ Mail can alwaps be relayed through dormain gatesays

Take care when enabling this switch. vou should make sure your gateway
domaing are gecured by ALTH or the IF Shield.

] | Cancel Apply

Relay authenticated email only.
Define trusted hosts and Local IP’s.
Tarpit high-volume SMTP sessions.
Reverse Lookup.

IP and domain screening.

POP before SMTP.
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2 Mbaemon
DomainKeys

SPF & DomainKeys

Detects if messages are:
forgeries.

altered in transit.

Authenticates:
sender domains.

message integrity.

MDaemon:

Signs outbound messages.

Authenticates inbound messages.

technologies
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e

Sender Policy Framewark ] Domaink.eys Verfication  Domainkeys Signing l

Domaink.eys signing

Diomaink.eys iz a sender authentication technigue designed to allow mail
gervers to vernfy the sender and intearity of an email message.

v Sign outgoing rmessages

[ ... zign mailing list meszages

Default zelector  |Announcements -

To create a new zelector just start typing inta the 'Default zelector' contral.

Public and private keys have not pet been created for this selectar.

Create new public and private keys

Click here to create a private and public key pair for thig zelector. The
public key becomes part of the Domaink.eys DMS record far thiz zelectaor
and iz uzed by others ta verify the authenticity of mezzages proporting ko
be from your domain. The private key iz a secret and must never be
ghown or shared.

Define which meszages are eligible for zigning |

b ezzages must be eligible for signing before they are actually signed.
Click here to define which meszages you want signed.

] Cancel | Lpply
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Mailing Lists

Mailing List Editor - ProductMews@poboxes.shacknet. nu E|E|
Support Files ] Motifications ] Sty ] Digest ] Public Folder l Open discussion groups.
Options l Members ] Fouting ] A0ELC ] Subszcriphions ]
List addresses Moderated discussion groups.
Hame |F'T'I":'U':“"'I'Eﬁ'f"-'S = |pnbu:u:-:es.shacknet.nu j
List's "Reply-To:" address | ﬂ Announcement lists.

Leave Reply-To field blank and replies will be directed back to poster Public and private lists

Lizt properties

[ Thig ligt iz private [non-members can not post) Member Subscribe. unsubscribe
% [ Thisg list iz hidden fram the global address bookz)

[ Thig ligt responds to EXPM and LIST requests Owner-controlled Subscriptions_
v Meszages have list name in subject [is. Subject [LISTHAME] text)

[ Messages have thread numbers in subject [ie. .. Subject text {51 Invalid address pruning.

Delvern precedence level for this hist's traffic lﬁ [0-139]

IJze thiz az a guideling: 10 = urgent, 50 = normal, 80 = bulk List arChiVing in pUbIIC folders.

Replace TO: field with ™ M/& 7 Jist'z name  member's full name
v Include "ProductMews List Merber' in T0: field

Don't distribute mezzages larger than 0 KB [0=don't care)

ak. | Cancel . o | |}
technologies
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Service to multiple domains.

Security front end.
Virus and spam front end.

Low cost dial up interface.

Live backup for main server.

mcﬂnnlnwas
Helping the World Communicate!

Gateways

Gateway Editor - poboxes?_shacknet. nu

Gateway | LDAF | ETRN | ATRN | POPAMAF | Quotas | Options |

Diomain name

||:n:|I:n:|:-:es2. shacknet.nu

Meszages amiving destined for all uzers of thiz domain will be placed into a
common mailbox directony, \Wildzards 7 and * are ok,

b ail directory
Flace meszage files for all uzers of thiz domain here
=
|E:'\.fl'-.lt-NHMDaemnnHGateways'\.prDHESE.shacknet.nu'\ Browsze

[ Automatically estract ermbedded attachments

Eutracted attachments will be stared in the FILES directary stemming Ffram
the meszage directony,

[ Deliver meszages at each scheduled remate mail processing interyal

Click here and MO aemon will oy to deliver these meszages each time
outbound mail iz processed. |If thiz zwitch iz dizabled pou must delete the
directory fram the Queues | Queues dialog first.

Apply thiz MEF file to incoming mezzages

M ezzages which arrive for thiz
RFCE22 ﬂ domain will be tranzlated according
to this MBF script.

| 2k, | Cancel Apply
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Catalogs

Catalog properties

Catalogz are password pratected lists of files on your nebwork. Each file =
given a 'magic’ name [shortout] which s used with the GET command to

have MDaemon MIME encode and email you the aszociated file. See the Send files as on email requeSt-
manal for a deeper understanding of how catalogs work,
Mame [AutoTune Password [ Easy access without FTP or HTTP.

Enter a name and a pazsword for thiz catalog,

P Catalog directories via email.

Click here to ad [GRALRIR S G Eq o
— No size limits imposed by catalog.

File infarmation

File lizting

Enter a magic name [ghorbcut) far thiz file Easy Setup and maintenance
|HDWTD

Add this file ta the catalog
| C:A\Documentz and S ettingzhdll U sers\Documentz At

OF | Cancel |

OF | Cancel |

<
Remove

éjzy [/}
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Additional Options

B —
Header translation. ODBC database interface.
IP caching. LDAP interface.
Event scheduling. Queue management.
Priority mail. Log consolidation and reporting.
Bandwidth throttling. Site usage policy.
Address aliases. Auto responders.
Outlook Connector for Outlook Context-sensitive help.

sharing via MDaemon.
More...

.- N ITS
3 I .'I ,'I.
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Summary

I —
® Everything needed for email services.

® Professional features.

® Beginner ease of use.

® IMAP, POP, SMTP, Web Mail, groupware.

® Multi-domain, local and web admin.

® AntiSpam, access security, accounter manager.

® Mailing lists, gateway, catalogs, qgueue manager.

a e N l [ -.-
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